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* Identification of key IT audit challenges and opportunities.
* Recommendations for a National IT Audit Framework.

Abstract:

In recent decades, information technology has become one of the strategic pillars of
organizations, value chains, financial reporting systems, and auditing. In this regard, the present
study, with a systematic and review approach, has identified and classified the challenges and
solutions of IT auditing in Iran. Domestic and international literature, professional standards
and guidelines (COBIT 2019, ISACA IT Audit Framework, INTOSAI guidelines, research
sources including reputable foreign and domestic books and articles) were first systematically
searched. The results indicate the existence of technical, human, organizational, and institutional
challenges such as the weakness of local frameworks, lack of competence, heterogeneity
of systems, sanctions, and regulatory ambiguity. On the other hand, opportunities such as
advanced data analysis, continuous monitoring, and the role of the auditor as a strategic advisor
are identified. The findings of this study provide a comprehensive picture of the status of IT
auditing in Iran, organize challenges and solutions into main axes, and highlight the need to
develop a National IT Audit Framework.
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Extended Abstract

1. INTRODUCTION AND OBJECTIVES

In the past two decades, information technology has evolved into one of the strategic pillars
of organizational infrastructure, financial reporting systems, and auditing. The rapid digital
transformation driven by big data, artificial intelligence, blockchain, and cloud computing has
profoundly altered the nature of risks, controls, and assurance processes. These technological
developments have expanded the auditor’s traditional role from verifying financial statements
to evaluating IT governance, cybersecurity, data integrity, and the reliability of information
systems. In this context, information technology auditing has emerged as a specialized assurance
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process that systematically evaluates the adequacy and effectiveness of IT-related controls and
their alignment with organizational objectives.

Despite its global importance, the implementation of IT auditing in Iran remains in an early
and fragmented stage. Although supervisory authorities such as the Central Bank of Iran,
the Securities and Exchange Organization, and the Supreme Audit Court have increasingly
emphasized IT control and audit requirements, empirical evidence shows that the actual
practice of IT auditing within Iranian audit firms and public institutions is inconsistent, lacking
a unified framework and adequate professional capacity. Therefore, this study seeks to provide
a systematic and comprehensive analysis of the challenges and solutions associated with IT
auditing in Iran. The main objective is to integrate international frameworks such as COBIT
2019, ISACA’s IT Audit Framework (ITAF, 2020), and INTOSAI ISSAI 5300 with domestic
studies and evidence in order to identify the barriers and pathways toward developing a National
IT Audit Framework suited to Iran’s institutional environment.

2. MATERIALS AND METHODS

This study adopts a systematic review and thematic analysis methodology. Following the
PRISMA logic, the research was conducted in four main phases. First, the research questions
were formulated, focusing on identifying the main challenges of IT auditing in Iran and
determining effective strategies for overcoming them. Second, a structured search strategy
was implemented across major academic databases in both Persian and English, including
Scopus, Web of Science, ScienceDirect, Emerald, SID, ISC, and Civilica, using a combination

of keywords such as “IT audit,” “information systems audit,” “audit challenges,” “digital

transformation,” and “Iran.” Studies published between 2010 and 2025 were considered,
provided they directly addressed IT auditing and included full-text availability.

In the next phase, all retrieved materials were screened based on inclusion and exclusion
criteria. Duplicated, irrelevant, or incomplete papers were removed, and the remaining studies
were evaluated for methodological quality and relevance. The final phase involved data
extraction and thematic synthesis. Each selected study was carefully analyzed to capture its
objectives, context, type of audit (independent, internal, or public sector), research method,
and identified challenges and recommendations. The results were coded and categorized into
thematic clusters that represent the main dimensions of IT audit challenges in Iran. These
themes were subsequently aligned with international professional frameworks such as ISACA
ITAF, COBIT 2019, and INTOSAI ISSAI 5300 to ensure conceptual comparability.

Thematic analysis enabled the identification of four interrelated domains of challenges,
technical, human, organizational, and institutional, and their corresponding strategies. This
qualitative synthesis provided an integrated view of both local and international experiences,
highlighting where Iran’s context diverges from or converges with global best practices.

3. RESULTS AND DISCUSSION
The findings reveal that the challenges of IT auditing in Iran stem from a combination of
technical deficiencies, limited human resources, organizational inertia, and institutional
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fragmentation. From the technical perspective, many Iranian organizations rely on outdated
legacy systems, heterogeneous applications, and weak cybersecurity infrastructures. The
absence of standardized audit tools, insufficient data analytics capacity, and lack of integration
between financial and operational systems hinder audit reliability and efficiency.

Human resource constraints constitute another major barrier. The shortage of professionals
with dual competence in accounting and information systems, along with limited access to
international certifications due to sanctions, restricts the development of capable IT auditors.
Training programs and continuous professional development initiatives remain underdeveloped,
and many audit teams still depend on external IT specialists without adequate oversight.

Organizationally, IT auditing has not yet been institutionalized as a core element of audit
engagements. Weak documentation, limited auditor access to IT environments, and a lack of
coordination between financial auditors and IT specialists impede audit transparency. Moreover,
many organizations show resistance toward the algorithmic and data-driven recommendations
that IT auditing produces, reflecting a cultural gap between traditional and digital assurance
mindsets.

At the institutional level, overlapping responsibilities among regulators and the absence of
unified national standards have created ambiguity in compliance and supervision. Sanctions
have further limited access to global IT audit software and hindered participation in international
professional exchanges. These conditions have collectively slowed the evolution of IT auditing
in Iran and restricted its alignment with global trends.

Despite these challenges, the research identifies significant opportunities for advancement.
The integration of international frameworks such as COBIT 2019, ISACA ITAF, and INTOSAI
ISSAI 5300 provides a foundation for harmonizing governance structures and standardizing
audit practices. The development of a national IT audit framework could bridge existing gaps
by defining uniform principles, processes, and competency requirements tailored to Iran’s
public and private sectors.

From a strategic standpoint, building capacity through national certification programs,
fostering interdisciplinary education between accounting and information systems, and
enhancing cooperation between regulators and audit institutions can strengthen audit quality.
Technological innovation offers further potential; local development of open-source audit tools,
establishment of centralized IT audit knowledge repositories, and the use of advanced data
analytics and continuous monitoring techniques can significantly improve audit efficiency and
transparency.

Furthermore, IT auditing in Iran can evolve from a compliance-driven activity into a strategic
advisory function that contributes to organizational resilience and digital governance. In line
with the resource-based view and dynamic capability theory, IT auditing should be regarded
as a strategic organizational capability that enables entities to adapt to emerging digital risks
and opportunities. Through continuous learning, system reconfiguration, and proactive risk
management, auditors can help organizations navigate the complexities of digital transformation
more effectively.
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4. CONCLUSION

The systematic review demonstrates that IT auditing in Iran is at a critical stage of transition
between traditional audit practices and modern, data-centric assurance models. The identified
barriers are multifaceted and deeply rooted in the interaction of human, organizational, and
institutional factors. Without addressing these underlying dynamics, any attempt to modernize
IT auditing will risk remaining symbolic rather than substantive.

Nevertheless, the study highlights promising pathways for reform. Enhancing professional
competencies, harmonizing regulatory requirements, institutionalizing IT audit functions within
governance structures, and leveraging analytical technologies can collectively elevate audit
quality and reliability. The proposed integration of international frameworks with domestic
regulations offers a pragmatic route toward developing a coherent and enforceable National IT
Audit Framework.

The results suggest that IT auditors in Iran must redefine their role from being traditional
compliance examiners to becoming strategic partners in digital transformation and data
governance. Through continuous monitoring, advanced analytics, collaboration with
academia, and evidence-based advisory functions, IT auditing can substantially contribute to
the improvement of audit quality, risk management, and stakeholder trust. Future research is
encouraged to validate these conceptual findings through empirical case studies and to design
maturity models that measure IT audit readiness across different sectors.

Key Words: IT Audit, IT Challenges, IT Opportunities.
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