Classification and Auditing of Large Language Models (LLMs)

Highlights

Auditing LLMs ensures compliance with laws and regulations, thereby reducing legal risks and liabilities.
Auditing, by identifying and mitigating technical, operational, and social risks associated with LLMs, enhances
system safety.

Auditing LLMs, through increased transparency of their performance, strengthens stakeholder trust and
facilitates broader adoption of the technology.

Abstract

Large language models represent a major advance in artificial intelligence research. These models are based
on complex neural networks trained on large datasets and can provide unique capabilities in various domains.
The application of large language models in the audit field has also created challenges in performing repetitive
tasks, evaluating internal controls, providing procedures, and planning audits. Studies have also defined Al
auditing as a mechanism that ensures that Al systems are ethically, legally, and technically sound. However,
existing auditing practices have failed to address the challenges posed by large language models that exhibit
emerging capabilities. The present study, by reviewing the existing literature, while defining and classifying
these models, has raised the opportunities and challenges of using large language models in the field of auditing
and has presented a three-level framework for their auditing. The results of this study provide researchers with
a structured basis for classifying large language models. The study also shows that audits, when conducted in
a structured and coordinated manner at all three levels, can be a practical mechanism for managing some of
the ethical and social risks posed by large language models.
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Extended Abstract
Introduction

The advent of Large Language Models (LLMs) marks a pivotal innovation in artificial intelligence,
shaping the future of auditing and related professional fields. LLMs are increasingly used to automate
repetitive tasks, assess internal controls, support audit procedure development, and streamline audit
planning. Their widespread adoption introduces both significant advantages and complex risks,
particularly related to data privacy, security, bias, and ethical reliability. Traditional auditing
frameworks have proven inadequate in addressing the unique challenges posed by LLMs,
necessitating novel approaches to Al audit and governance. This study aims to bridge this gap by
classifying LLMs and proposing a comprehensive auditing framework that ensures responsible and
effective integration of these technologies in the audit profession.

Materials and Methods

The research adopts a literature review and synthesis approach, drawing insights from academic
articles, industry reports, and regulatory guidelines on LLMs, Al auditing, and ethical frameworks.
Comparative analysis was conducted to distinguish feature sets, risks, and opportunities across
internal, semi-internal, and external LLMs. The study presents a three-level audit framework—
comprising Governance Audit, Model Audit, and Application Audit—designed to holistically address
ethical, technical, and social concerns. Practical implications and adoption barriers were investigated
through review of audit firm practices, regulatory compliance, and stakeholder perspectives.



Results and Discussion

Findings of this research highlight that LLMs have become highly prevalent, offering enhanced
efficiency, effectiveness, and quality in audit processes, but their usage is hindered by privacy,
security, and ethical challenges, exacerbated by insufficient oversight. Major audit firms are
transitioning from reliance on external LLMs toward internal and semi-internal models to strengthen
confidentiality and ethical standards, though adoption remains slow due to high costs and client
preferences for external models. The proposed three-level audit framework delivers several practical
benefits:

1. Operational Legitimacy and Compliance: Governance and application audits collaboratively
ensure that the use of LLMs aligns with national and international regulations (e.g., GDPR,
EU AI Act), minimizing legal risks.

2. Security Enhancement and Risk Reduction: Model audits document technical capabilities,
biases, and risks, while application audits assess real-world impacts, together mitigating
operational, reputational, and ethical risks.

3. Transparency and Trust Building: Systematic audit documentation enhances stakeholder trust
and supports broader social acceptance of Al-driven audit systems.

4. FEthical and Responsible Development: Integrated audit procedures guide LLMs development
towards fairness, privacy, and accountability.

5. User Empowerment: Transparent evaluation enables users to understand LLMs strengths and
limitations, fostering digital literacy and responsible interaction.

6. Industrial Standardization: Aggregating audit outcomes enables the formation of best
practices and standards for LLMs deployment in the auditing industry.

The framework demonstrates robust synergy across its levels, facilitating safe and sustainable
adoption of LLM-based technologies. It also provides a structured pathway for regulatory bodies to
update governance and ethical guidelines, aligning Al usage with evolving industry challenges.

Conclusion

The comprehensive implementation of the three-level audit framework (governance, model, and
application audits) ensures that LLMs are utilized not only as advanced technical tools, but also
responsibly, ethically, and in accordance with societal interests and user rights. This approach
mitigates multifaceted risks, promotes transparency and trust, and drives the responsible development
and deployment of LLMs within the audit sector. Therefore, the review of theoretical foundations and
proposed frameworks shows that the management and evaluation of systems based on large language
models (LLMs) requires a three-level (strategic, model, and application) and coherent approach, each
level having its own specific role and mission in ensuring the development, deployment, and
responsible exploitation of the aforementioned technologies. Overall, this three-level and
complementary approach, each alongside the other, provides a systematic and efficient mechanism
for ensuring the security, legitimacy, and accountability of intelligent language systems.

Aggregation of the results of multiple audits at different levels will gradually help to shape and
evolve industry-wide standards, assessment frameworks, and best practices for the development,
deployment, and management of Large Language Models (LLMs). This will provide a platform for
comparing, evaluating, and assuring the quality of products and services on a broader scale.
Ultimately, implementing a three-tier audit approach ensures that Large Language Models (LLMs)
are not only technically powerful tools, but are also used responsibly, safely, ethically, and in the
interests of society and users, which in turn will lead to the sustainable and trusted development of
new technologies. Future research should focus on comparative studies of different LLM



implementations, development of audit standards, and evaluation of LLM impact on auditor-client
relationships and industry dynamics. Policymakers are encouraged to update Al governance
regulations in alignment with the proposed auditing framework to address emerging risks and foster
sustained trust in technological innovation.

Ethical considerations

In this study, the ethical principle of scientific integrity is observed and the intellectual property
rights of the authors are respected. The authors declare that there is no conflict of interest.
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Classification and Auditing of Large Language Models (LLMs)

Highlights

Auditing LLMs ensures compliance with laws and regulations, thereby reducing legal risks and liabilities.
Auditing, by identifying and mitigating technical, operational, and social risks associated with LLMs, enhances
system safety.

Auditing LLMs, through increased transparency of their performance, strengthens stakeholder trust and
facilitates broader adoption of the technology.
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Large language models represent a major advance in artificial intelligence research. These models are based
on complex neural networks trained on large datasets and can provide unique capabilities in various domains.
The application of large language models in the audit field has also created challenges in performing repetitive
tasks, evaluating internal controls, providing procedures, and planning audits. Studies have also defined Al
auditing as a mechanism that ensures that Al systems are ethically, legally, and technically sound. However,
existing auditing practices have failed to address the challenges posed by large language models that exhibit
emerging capabilities. The present study, by reviewing the existing literature, while defining and classifying
these models, has raised the opportunities and challenges of using large language models in the field of auditing
and has presented a three-level framework for their auditing. The results of this study provide researchers with
a structured basis for classifying large language models. The study also shows that audits, when conducted in
a structured and coordinated manner at all three levels, can be a practical mechanism for managing some of
the ethical and social risks posed by large language models.
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